Guidance on changes to recruitment practice – Keeping Children Safe in Education September 2022
Guidance for schools
Please read the following guidance carefully and implement actions.
The latest version of the statutory guidance Keeping Children Safe in Education (KCSIE) came into effect in September 2022. There are two main changes to safer recruitment practices: 
1. Self-declaration by shortlisted candidates of their criminal record or information that would make them unsuitable to work with children
2. Online searches for shortlisted candidates
A revised ‘Privacy Notice for Candidates’ has been provided making provision for these changes. This will need personalising for your school and issuing as part of the information to prospective applicants. 
A revised checklist, ‘Information to applicants – pre-employment checks required for this post’, has also been provided to confirm to applicants which pre-employment checks will apply to the post.
Also provided is an updated Safer Recruitment Policy V3, to reflect the changes
Action required:
· Personalise and use Privacy Notice for Candidates V2
· Update ‘Information to applicants – pre-employment checks required for this post’ for each vacancy 
· Ensure both are used for future vacancy information to applicants
· Governing bodies are recommended to adopt the Safer Recruitment Policy V3, personalised for your school 



[bookmark: _MON_1726253557][bookmark: _MON_1726254667]


1. Self-declaration by shortlisted candidates of their criminal record or information that would make them unsuitable to work with children
KCSIE para 216 says:
Shortlisted candidates should be asked to complete a self-declaration of their
criminal record or information that would make them unsuitable to work with children.
Self-declaration is subject to Ministry of Justice guidance on the disclosure of criminal
records, further information can be found on GOV.UK
For example:
· if they have a criminal history
· if they are included on the children’s barred list
· if they are prohibited from teaching
· if they are prohibited from taking part in the management of an independent
· school
· information about any criminal offences committed in any country in line with the
· law as applicable in England and Wales, not the law in their country of origin or
· where they were convicted
· if they are known to the police and children’s local authority social care
· if they have been disqualified from providing childcare (see paras 263-267), and,
· any relevant overseas information.
A new template declaration form for shortlisted candidates has been provided.


Action required: 
· Establish who will be responsible for managing this task to ensure consistency, correct data management and to minimise the number of people with access to personal information
· Ensure all applicants receive the Privacy Notice for Candidates V2 Sept 2022
· Ensure shortlisted candidates complete self-declaration
· Ensure a note of checks being completed is retained for future inspections (presumably Ofsted will random check the files of recent employees for compliance, as they do for gaps in employment history, etc.)
· Share guidance with chairs of recruitment panels so that they understand the expectations 
· Chair to consider information and follow up any concerns with the candidate at interview
· Handle all data in line with the school’s data protection protocols
[bookmark: _GoBack]


2. Online searches for shortlisted candidates
KCSIE para 221 says:
….as part of the shortlisting process schools and colleges should consider carrying out an online search as part of their due diligence on the shortlisted candidates. This may help identify any incidents or issues that have happened, and are publicly available online, which the school or college might want to explore with the applicant at interview. 
This means checking the online and social media presence of shortlisted candidates. It may help you to identify views or actions that you would wish to explore further at interview.
A template declaration form for schools to use for checking and recording this information for shortlisted candidates has been provided. This is for school records only and not intended to be shared with candidates. 


Please ensure that you have read the following carefully in order to minimise risk to the school.
Caution
Beware of the potential inaccuracy of information, particularly where it is difficult to firmly establish the identity of people on line or the age/accuracy of the information found. Some may not have any on-line presence, which should be noted.
This information must not be used to influence shortlists prior to interview as individuals should be given an opportunity to confirm that the information relates to them and, if so, to give a response/explanation.
Information must only be kept within the parameters of the school’s data protection procedures. Information used during the recruitment process is discoverable if challenged. Keep records of the information collated during a search and clearly document the reason(s) for not progressing a candidate’s application, where applicable, which you would be prepared to disclose to the candidate if requested.
Identify a lead person (likely to be the School Business Manager or Office Manager) who will take responsibility for carrying out the online searches and who should not, ideally, be involved in the decision-making process. The lead person should ensure that only information which is relevant and of concern is shared with the chair of the recruitment panel. Panel members should not carry out their own searches. 
The parameters of the search should be defined and consistent to ensure fairness to all candidates. Those involved in the process must ensure that they do not let any discriminatory views or unconscious bias influence their opinion of candidates and ensure that they act within the legal parameters of the Equality Act 2010 and the school’s equal opportunity policy.


Further guidance
KCSIE provides no further advice; however, please read the following guidance carefully, paying particular attention to 2.8 What are the risks? and 2.10 How to minimise the risks.  (Source: Oliver Daniels, HCR Law blog)
2.1 Are online searches compulsory?
The requirement is expressed as a ‘should’ rather than a ‘must’ – i.e. schools “should consider” carrying out an online search. KCSIE is clear that the use of the term ‘should’ in the statutory guidance means that the advice should be followed unless there is good reason not to.
In light of this, unless a school has a good reason not to do so, it ought to carry out online searches on shortlisted candidates for the reasons outlined within the updated guidance, i.e. to identify any incidents or issues, related to suitability to work with children, that may need to be raised or clarified at interview. Where a school decides not to carry out an online search, this decision, and the reasons for it, should be documented internally.
2.2 Why are they needed?
This further step forms part of a school’s safeguarding due diligence and aims to prevent and deter individuals who may be unsuitable to work with children from working in a school environment. Online searches will be used to identify “… any incidents or issues” that are publicly available online and may cause concern regarding a candidate’s suitability to work with children.
This may include, for example, offensive or inappropriate behaviour or language, drug or alcohol misuse, inappropriate images, discriminatory behaviour, and any other information that may raise concern as to an applicant’s suitability to work with children.
2.3 When should the online search be conducted?
The guidance is very clear that online searches should only be carried out as part of the shortlisting process (i.e. on shortlisted applicants); not on all applicants that apply for a position. It is also clear that the searches should be carried out in advance of interview so that any identified issues or incidents can be raised with the applicant during the interview, if felt necessary.
2.4 Who should carry out the search?
This is not specified within the guidance. However, to minimise the risk of discrimination and/or unconscious bias (see below), we recommend that, where possible, the search is carried out by a member of staff not directly involved in the decision-making process. 
It is important that the individual carrying out the search understands its purpose and the associated parameters. The parameters of searches should be clearly defined so that they do not go beyond the requirements of KCSIE, i.e. only publicly available sources should be searched. Schools will need to review any report provided and decide how to proceed keeping in mind the risks outlined below.
2.5 Where should schools look and how far back should they go?
There is currently no clear guidance in this respect, save that schools should look for information that is “publicly available online”. This suggests that the information should be freely available to the public as part of a simple online search (for example, using a web browser, website, or social media platform).
The starting point is likely to be a search of the applicant’s name on a recognised search engine, e.g. Google, followed by a review of the most prominent social media and video networking sites – e.g. Facebook, Instagram, LinkedIn, Twitter, Tik Tok and YouTube.
Where a number of individuals appear in a name search, schools will likely need to combine their name with key words such as the name of their current or previous employer and the city or town in which they are residing or have lived.
This may result in multiple searches being carried out, particularly for common names. As a rule of thumb, search criteria and the number of searches carried out should be limited to what is necessary to identity the correct individual if possible and locate the relevant data, if any. Schools should avoid searches which may be considered excessive in terms of time spent and search results and sources reviewed.
It will be important for schools to develop their own approach to these searches, including which sites and how far back in time they will go in terms of using previous employers as part of the search. Clearly defined parameters will be necessary to ensure a consistent approach is taken.
2.6 How should the information be used?
The member of staff carrying out the search, if not involved in the decision-making process, can share any relevant information (related to suitability) with the individuals who will be interviewing. In this way, the decision-makers will have only the relevant information that may need to be addressed at interview and will not be exposed to other irrelevant information that may increase the risk of discrimination and/or unconscious bias.
Search results should be used in the same way as any other information collated as part of the recruitment process – it should be reviewed and, if appropriate, explored with the applicant at interview.
2.7 What information should be kept, how should it be stored and how long should it be retained?
Where online searches do not reveal any relevant information, a note of this should be made on the candidate’s file along with the search criteria used, the initials of the staff member carrying out the search, and the date of the searches in order to demonstrate compliance with KCSIE.
It is not necessary to retain any search results in these circumstances. Where relevant information is retrieved, this should also be retained on the candidate’s file along with records of discussions and decisions made with respect to it.
Data relating to online search criteria, results of searches and decisions relating to this data should be held securely and confidentially with other data collected during the recruitment process. It should only be accessible to a limited number of staff as necessary and should only be held for as long as it is needed.
The retention period for this data will depend on whether the candidate is ultimately successful and joins the school; it is likely to mirror the retention periods for criminal records data. A school’s data protection policy, recruitment privacy notice and retention schedule, or similar, will likely need to be updated to reflect this.
2.8 What are the risks?
Whilst online searches can be a valuable tool; they can also create a degree of risk for employers, particularly from a discrimination and data protection perspective.
2.8.1 Discrimination
Screening candidates online is likely to reveal information that is not strictly relevant to the recruitment process, for example regarding the candidate’s age, gender, ethnicity, sexual orientation or religion – characteristics which are protected under the Equality Act 2010. Having prior knowledge of this information may increase a school’s vulnerability to accusations of discrimination conscious or unconscious in the recruitment process.
Consistency may also be problematic. Generally speaking, recruiters should ensure that all candidates are assessed in the same way.  This may be difficult when not all applicants will have an accessible online profile – and they certainly will not have the same online profile – and so they cannot be assessed in the same way. Again, this may increase the likelihood of a candidate challenging recruitment decisions and alleging, for example, that they have been treated less favourably as a result of a protected characteristic.
2.8.2 Data protection
Data protection law aims to strike a balance between an employer’s need for information, and a candidate’s right to maintain the privacy of their personal data. Under the Data Protection Act 2018 and the UK General Data Protection Regulation (GDPR), employers must give job applicants certain information about how their personal data is collected and used. Commonly this is done via a privacy notice.
If online searches are to form part of the recruitment process, a school’s privacy notice will need to make this clear in the section outlining where personal information comes from, and set out the legal basis for processing the data.
In this context, the legal basis might be because it is necessary to enter into a contract, comply with a legal obligation or for the employer’s legitimate interests – e.g. to select suitable employees, workers, or contractors.
If any of the data amounts to ‘special category data’ (e.g. details of race, religion, or sexual orientation) then one of the additional processing conditions needs to be set out too, for example to exercise or perform employment law rights or obligations. This data should not be held for any longer than is necessary.
While online checks can provide an abundance of information about a candidate, schools will need to be cautious about the accuracy of the information. Information may be out of date or incorrect which could result in a school potentially passing over a valuable candidate. Crucially, it may be difficult to confirm a search result as relating to the candidate and not to another individual with, for instance, the same name.
It is also worth remembering that a disappointed applicant can make a subject access request under data protection law to get hold of any documents or records relating to their application which may shed light on why they were unsuccessful.
This is likely to result in schools disclosing to requestors online searches carried out and decisions made with respect to search results. Candidates also have other rights under data protection law relating to, for example, the erasure or correction of their data which schools would need to respond to and action if required under data protection law.
2.9 Spent convictions
It is possible that online searches may reveal details of a candidate’s spent convictions, in which case the requirements of the Rehabilitation of Offenders Act 1974 will need to be considered. HR advice may need to be sought in these circumstances.
2.10 How to minimise the risks?
· Transparency – Inform applicants from the outset that online searches will form part for the recruitment process and outline the reasons for this. The school’s recruitment policy should make this clear.
· Guidance – Ensure that staff carrying out checks are clear of the purpose of online searches and their responsibilities from an equality and data protection perspective.
· Record-keeping – Keep records of the information collated during a search and clearly document the reason(s) for not progressing a candidate’s application, where applicable, which you would be prepared to disclose to the candidate if requested.
· Set internal parameters for the searches – to ensure consistency and avoid unnecessary processing of personal data, set parameters in respect of the location of online searches; the information to be searched for (i.e. by the use of key words) and how far back to search.
· Due diligence for external providers (only relevant where external agencies are engaged to assist online searches for candidates) – carry out checks as part of the procurement process before engaging an external provider to assist with online searches. These should be recorded. A data processor agreement should be put in place. Schools should be confident the chosen provider is acting in the same way that the school would have acted if it had been kept ‘in-house’.
· Ensure that, where possible, only relevant information is passed to the decision makers – as noted above, to minimise the risk of discrimination, the person carrying out the online search should not, ideally, be involved in the decision-making process and should ensure that only information that is relevant and of concern is shared with the decision makers. (It is recommended that relevant/concerning information is only chaired with the chair of the panel in the first instance).
Action required: 
· Establish who will be responsible for managing this task to ensure consistency, correct data management and to minimise the number of people with access to personal information
· Ensure all applicants receive Privacy Notice for Candidates V2 Sept 2022
· Ensure a note of checks being completed is retained for future inspections (presumably Ofsted will random check the files of recent employees for compliance, as they do for gaps in employment history, etc.)
· Share guidance with chairs of recruitment panels so that they understand the expectations
· Share with the chair of the panel only incidents or issues that are publicly available online and may cause concern regarding a candidate’s suitability to work with children
· Chair to consider information and follow up any concerns with the candidate at interview
· Handle all data in line with the school’s data protection protocols
· Be aware of possible challenge from unsuccessful candidates and ensure the information is suitable for disclosure as part of a subject access request
School Safer Recruitment Model Policy V3 September 2022.doc


[image: image1.jpg]" Nottingham

7 City Council





[image: image2.png]



SCHOOL SAFER RECRUITMENT POLICY

Adopted by the Governing Body of [insert school name] 

on [insert date]

To be reviewed on [insert review date] 


		1.

		Scope



		

		



		1.1

		This procedure is recommended to governing bodies for adoption by schools and should be applied thoroughly whenever someone is recruited to work in a school.



		

		



		1.2

		The City Council will not accept liability for any actions, claims, costs or expenses arising out of a school’s decision not to follow this recommended policy or guidance, or where it is found that the school’s governing body has been negligent or has acted in an unfair or discriminatory manner.



		

		



		2.

		Policy Statement



		

		



		2.1

		[Insert school name] is committed to safeguarding and promoting the welfare of children and young people in its recruitment practice and expects all school based employees and volunteers to share this commitment.



		

		



		2.2

		Good practice and equality of opportunity are integral to the school’s recruitment and selection processes, which will be approached in a fair, equitable, transparent and effective manner.



		

		



		2.3

		The principles of this policy apply to all recruitment processes undertaken at the school, whether external or internal, with the aims of:


· protecting the children and young people at the school and ensuring all possible precautions are taken to prevent unsuitable people from being employed here;


· selecting the best people to work in the school, with the right combinations of knowledge, competencies and personal attributes;


· ensuring that processes are fair and transparent and do not discriminate against any groups or individuals.



		

		



		2.4

		The governing body and headteacher will ensure that the following statement (or similar) will be included at all opportunities during the recruitment process (e.g. advertisement, application pack, invitation to interview etc): 


"This school is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment."



		

		



		2.5

		In cases of redundancy and redeployment, the school may apply flexible internal recruitment practices in order to avoid potential redundancies wherever possible; however, the underlying principles in 2.3 will prevail. 



		

		



		3.

		Responsibilities



		

		



		3.1



		The governing body of [insert name of school] are responsible for the management and implementation of this policy and will ensure that all involved in the recruitment process in the school are aware of their responsibilities and have received the necessary training. 



		

		



		3.2

		In most cases the governing body will delegate, to the headteacher, the recruitment process for staff appointments outside the leadership group (i.e. other than headteachers, deputy headteachers and assistant headteachers). The governing body will delegate these functions unless there are good grounds not to do so, guidance on which is contained in 1.10 of Staffing and employment advice for schools
, which provides guidance in relation to the School Staffing (England) Regulations 2009.



		

		



		3.3

		The governing body and headteacher (as appropriate) will ensure that every recruitment panel includes a minimum of one person who has completed a recognised Safer Recruitment in Education training course (the City Council’s Safeguarding team can provide details of approved courses).  



		

		



		3.4

		In line with the provisions of the School Staffing (England) Regulations 2009, the governing body will keep the City Council informed of any leadership group vacancies. The local authority has a statutory entitlement to send a representative to the selection processes for leadership group vacancies (and any other teaching post) in order to offer advice. If the local authority decides to send a representative, the governing body must consider the advice given when reaching a decision.  The governing body may choose to invite a representative of the City Council to provide advice on the recruitment process for any teaching or leadership post within the school, where the authority has not requested participation; however the representative will not participate in the final selection decision.



		

		



		3.5

		The governing body will undertake equality monitoring of its recruitment and selection decisions and will regularly review the composition of its workforce.  (The HR Advisory service can provide support with this activity.) 



		

		



		4.

		Legislation  



		

		



		4.1

		The governing body will ensure that the school is compliant with relevant legislation, including:

· Statutory guidance from the DfE entitled Keeping Children Safe in Education
 (KCSIE) issued under Section 175 of the Education Act 2002. This details that governing bodies are required to ensure that their functions are carried out with a view to safeguarding and promoting the welfare of children and sets out the legal duties with which schools and colleges must comply. Schools must adopt recruitment and selection procedures that help deter, reject or identify people who might abuse children or are otherwise unsuited to work with them. The document states that governing bodies should ensure that all staff read at least Part One of the guidance, entitled Safeguarding information for all staff. Part Three, entitled Safer Recruitment details the provisions that schools are expected to take to ensure they do all they can to protect children during the recruitment process, including pre-employment checks.

· Statutory provisions of the School Staffing (England) Regulations 2009, as covered in the Staffing and employment advice for schools (see 3.2 above)


· The requirements of other legislation intended to protect children such as the disqualification provisions of the Childcare Act 2006, and Working Together to Safeguard Children 2015 which puts the school’s responsibility for safeguarding and promoting the welfare of pupils in the wider context in relation to other agencies and highlights the responsibilities of schools to ensure that they fulfil their role consistent with the statutory duties of the City Council;


· Employment legislation, particularly the provisions of the Equality Act 2010 and the right to work requirements of the Immigration, Asylum and Nationality Act 2006.

Further guidance can be obtained from the school’s HR advisor.



		

		



		5.

		Checks and Records



		

		



		5.1

		The governing body and headteacher will ensure that all necessary checks have been carried out, and appropriately recorded, prior to staff commencing their roles in the school. 



		

		



		5.2

		The specific checks required for each position will vary according to the role being recruited for and schools will need to assess which are appropriate in each case. 

The Part Three, entitled Safer recruitment, of the DfE’s statutory guidance Keeping Children Safe in Education provides detailed information on pre-appointment checks (and the checks required for other people working at or visiting the school) and the recording of checks on the single central record.


For all shortlisted candidates:


· at least two satisfactory references, requested prior to interview (including last employer and at least one reference relevant to their work with children)

· a check of publicly accessible social media and online sources, for the school’s legitimate interests in order to comply with statutory obligations for the employer’s legitimate interests of selecting suitable employees, workers, or contractors (as required by KCSIE para 221) (N.B. this must not be used to eliminate candidates prior to the selection stage, but should be used to inform follow up discussions at interview) 


· signed self-declaration of any convictions (spent or unspent) consistent with exemption from the Rehabilitation of Offenders Act 1974 (in addition to any declaration made at the application stage) and any other information relevant to safeguarding (as required by KCSIE para 216)

In addition, all staff recruited to work in a school must satisfactorily pass the following checks prior to commencing their role:


· proof of their right to work in the UK 


· photo identification

· DBS check, in most cases enhances (with or without barred list depending on whether they will be carrying out regulated activity) 

· verification of medical fitness

Other post-specific checks may include:


· compliance with disqualification requirements under the Childcare Act 2006

· verification of relevant qualifications required by the job

· verification of professional status where required e.g. qualified teacher status using the Employer Access Online service


· verification of successful completion of the statutory induction period (applies to those who obtained QTS after 7 May 1999) using the Employer Access Online service (for teaching posts)  

· checks on prohibition, sanctions and barring accessed via the Teaching Regulation Agency (generally teachers, but should also check for other employees including teaching assistant) – checks include: teachers and others prohibited from the profession; General Teaching Council for England (GTCE) sanctions; teachers who have failed induction or prohibition; teachers sanctioned in other EEA member states; and, Section 128 barring directions.



		

		



		5.3

		Whilst not usually the result of recruitment activities, the governing body and headteacher are also responsible for ensuring that checks are carried out, where appropriate, for any other people undertaking work (paid or voluntary) on the premises. They will make a decision on a case by case basis, depending on the role. For workers employed by agency and contractor organisations, the governing body and headteacher will ensure that the school obtains and records evidence of checks appropriate to their role having been completed satisfactorily, prior to work commencing. Part Three - Safer recruitment, of the DfE’s statutory guidance Keeping Children Safe in Education provides detailed information on checks.



		

		



		5.4

		The governing body and headteacher will ensure that the school complies with statutory requirements for information on checks to be recorded and retained on the school’s single central record. This also includes any checks necessary for those not directly employed by the school.



		

		



		5.5

		The governing body and headteacher will ensure that all application forms, shortlisting notes, interview notes and any other documentation from recruitment processes are securely retained by the school for 12 months from the end of the process. After this period, they should be destroyed in a confidential manner.



		

		



		5.6

		The governing body and headteacher will keep the City Council informed of any challenges to the outcome of recruitment and selection processes that have the potential to escalate and may have a material or reputational impact on the school or the Council.



		

		





� The latest document can be found at � HYPERLINK "http://www.gov.uk/government/publications/staffing-and-employment-advice-for-schools" �www.gov.uk/government/publications/staffing-and-employment-advice-for-schools�  



� The latest document can be found at � HYPERLINK "http://www.gov.uk/government/publications/keeping-children-safe-in-education" �www.gov.uk/government/publications/keeping-children-safe-in-education�  
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Self declaration - convictions and other relevant information.docx
		Name of School:



		Name of recruitment contact at school: 



		Name of applicant:



		Post shortlisted for:

		Date of request:





CONFIDENTIAL

Shortlisted applicants - self-declaration of criminal record and other relevant information

From September 2022, the Government’s statutory guidance for schools and colleges on safeguarding children and safer recruitment, Keeping Children Safe in Education (KCSIE), requires all shortlisted applicants for posts in schools and colleges to sign a self-declaration of their criminal record or information that would make them unsuitable to work with children. This includes offences or information relating to activities in any country, whether or not covered by the same laws as the UK.

Declaration

Please consider whether any of the following apply to you, ensure that you provide the correct information and sign the declaration below. 

All information will be treated as confidential and only shared as necessary for the purposes of the safer recruitment process. You may request a confidential discussion with the recruitment contact named above if you have any concerns.

Providing false information in order to secure employment will be considered a disciplinary offence and may lead to dismissal.

a) Spent and unspent convictions

All school-based jobs are exempt from the Rehabilitation of Offenders Act as the work brings employees into contact with children who are regarded by the Act as a vulnerable group. Applicants for school-based jobs must, therefore, disclose all spent and unspent convictions. 

b) Other relevant information

Applicants must also declare any other information that could make them unsuitable to work with children. Paragraph 216 of KCSIE provides the following examples:

• if they have a criminal history;

• if they are included on the children’s barred list;

• if they are prohibited from teaching;

• if they are prohibited from taking part in the management of an independent

school;

• information about any criminal offences committed in any country in line with the

law as applicable in England and Wales, not the law in their country of origin or

where they were convicted;

• if they are known to the police and children’s local authority social care (including any actions that are currently pending);

• if they have been disqualified from providing childcare (see KCSIE paras 263-267); and,

• any relevant overseas information.

Can I still be considered for employment?

This does not mean that applicants will automatically be deemed unsuitable. The information provided will be considered in relation to the nature of the work for which you have applied. 

Further information

A copy of KCSIE can be found at www.gov.uk/government/publications/keeping-children-safe-in-education--2 - see paragraph 216. 

Further information on the Rehabilitation of Offenders Act 1974 and the Exceptions Order 1975 can be found at www.gov.uk/government/publications/new-guidance-on-the-rehabilitation-of-offenders-act-1974 

Applicant Declaration

✓ as applicable

		I have read the above guidance and have no relevant information to provide – go to signature below.



		I have read the above guidance and have relevant information to provide, as follows:

(Please ensure that you include all information relevant to a) and b) above and then complete the signature section below. Attach further page if required.)



























		I confirm that this information on this declaration is correct and up to date and that I have read and understand the Privacy Notice for Candidates.



Signed: ___________________________ Print Name: ___________________________



Date: _________________
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Record of social media check of shortlisted applicants.docx
CONFIDENTIAL

For school record only 

Record of social media check of shortlisted applicants

		School name:



Date of search:



		Person carrying out check:



Post title:





		Name of shortlisted applicant:



		Post applied for:



		The school has determined that the following social media checks will be carried out at the shortlisting stage. 

(list checks by line below e.g. Google name search, review of the most prominent social media and video networking sites e.g. Facebook, Instagram, LinkedIn, Twitter, Tik Tok and YouTube – school to complete, update for new sources and ensure consistency for all candidates)

Where the person does not appear to have a presence, this should be recorded.



		Name of platform/social media site

		Date 

		Initials 

		Presence found

Yes/No



		1.

		

		

		



		2.

		

		

		



		3.

		

		

		



		4.

		

		

		



		5.

		

		

		



		6.

		

		

		



		7.

		

		

		



		(etc. as necessary)

		

		

		



		Concerns identified

(Only include and share information that is relevant and of concern with the decision makers – this information may be discoverable through a subject access request.)
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Privacy notice for candidates (schools) V2 September 2022.docx
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[SCHOOL NAME]

General Data Protection Regulation

Privacy Notice for Candidates

What is the purpose of this document?

The Governing Body of [NAME] School is a "data controller" for the purposes of the Data Protection Act 2018. This means that we are responsible for deciding how we hold and use personal information about you. You are being sent a copy of this privacy notice because you are applying for work with us (whether as an employee, worker or consultant). It makes you aware of how and why your personal data will be used, namely for the purposes of the recruitment exercise, and how long it will usually be retained for. It provides you with certain information that must be provided under the General Data Protection Regulation ((EU) 2016/679) (“GDPR”).

[bookmark: a371450]Data protection principles

We will comply with data protection law and principles, which means that your data will be:- 

· Used lawfully, fairly and in a transparent way

· Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes

· Relevant to the purposes we have told you about and limited only to those purposes

· Accurate and kept up to date

· Kept only as long as necessary for the purposes we have told you about

· Kept securely

[bookmark: a486023]The kind of information we hold about you

In connection with your application for work with us, we will collect, store, and use the following categories of personal information about you:-

· The information you have provided to us in your curriculum vitae and covering letter

· The information you have provided on our application form, including name, title, address, telephone number, personal email address, date of birth, gender, employment history, qualifications

· Any information you provide to us during an interview

· Any information you provide to us as part of any test or assessment

· Information obtained from publicly accessible social media and online sources, in order to enter into a contract and to comply with statutory obligations for the employer’s legitimate interests of selecting suitable employees, workers, or contractors

to enter into a contract, comply with a legal obligation or for the employer’s legitimate interests – e.g. to select suitable employees, workers, or contractors.

We may also collect, store and use the following types of more sensitive personal information:-

· Information about your race or ethnicity, religious beliefs, sexual orientation and political opinions (information about political opinions will only be collected, stored and used when: information comes to light that a post-holder of a politically-restricted post, where applicable, may be in breach of the requirements of the Local Government & Housing Act 1989 and subordinate legislation regarding political restriction of officers and staff; where an individual’s political opinions conflict with our equality and diversity policies and/or our Code of Conduct for Employees; where an individual’s political opinions are, or may be, proscribed by law; or in order to exercise or perform employment law rights or obligations)

· Information about your health, including any medical condition, health and sickness records

· Information about criminal convictions, offences and other information relevant to safeguarding

[bookmark: a263888]How is your personal information collected?

We collect personal information about candidates from the following sources:-

· You, the candidate

· Recruitment/supply agency

· Disclosure and Barring Service (“DBS”) in respect of criminal convictions

· Your named referees

[bookmark: a264865]How we will use information about you

[bookmark: a338184]We will use the personal information we collect about you to:

· Assess your skills, qualifications, and suitability for the work

· Carry out background and reference checks, where applicable

· Communicate with you about the recruitment process

· Keep records related to our hiring processes

· Comply with legal or regulatory requirements

[bookmark: a706678]We need to process your personal information to decide whether to enter into a contract of employment or a contract for services with you. 

[bookmark: a320446]Having received your CV and covering letter or your application form, we will then process that information to decide whether you meet the basic requirements to be shortlisted for the role. If you do, we will decide whether your application is strong enough to invite you for an interview. If we decide to call you for an interview, we will use the information you provide to us at the interview, and in any test or assessment, to decide whether to offer you the work. If we decide to offer you the work, we will then take up references and/or carry out a criminal record and/or carry out any other check (e.g. with the DBS or a professional regulatory body) before confirming your appointment.

If you fail to provide personal information

If you fail to provide information when requested, which is necessary for us to consider your application (such as evidence of qualifications or work history), we will not be able to process your application successfully. 

[bookmark: a431055]How we use particularly sensitive personal information 

We will use your particularly sensitive personal information in the following ways:-

· We will use information about disability status to consider whether we need to provide appropriate adjustments during the recruitment process, for example whether adjustments need to be made during a test or interview

· We will use information about your race or national or ethnic origin, religious, or philosophical beliefs, or your sexual orientation, to ensure meaningful equality and diversity monitoring and reporting 

[bookmark: a871922]Information about criminal convictions

We envisage that we will process information about criminal convictions. 

We will only collect information about criminal convictions if it is appropriate given the nature of the role and where we are legally able to do so. Where appropriate, we will collect information about criminal convictions as part of the recruitment process. We will use information about criminal convictions and offences in the following ways:-

· Where we are legally required by a professional regulatory body to carry out criminal records checks for those carrying out a role you are being considered for

· The role you are being considered for is one which is listed in the Rehabilitation of Offenders Act 1974 (Exceptions) Order 1975 (SI 1975/1023) (as amended) and is also specified in the Police Act 1997 (Criminal Records) Regulations 2002 (SI 2002/233) (as amended) so is eligible for a standard or enhanced check from the DBS

· The role you are being considered for requires a high degree of trust and integrity since it involves dealing with vulnerable citizens or high value funds and so we would like to ask you to seek a basic disclosure of your criminal records history

· Where a criminal conviction or offence may also be evidence of conduct that would breach the school’s equality and diversity policies and/or the Code of Conduct for employees

We are allowed to use your personal information in this way to carry out our obligations to vulnerable citizens and, in some instances, our duty of care to other colleagues. We have in place an appropriate policy and safeguards which we are required by law to maintain when processing such data.

[bookmark: a355131]Automated decision-making

You will not be subject to decisions that will have a significant impact on you based solely on automated decision-making.

[bookmark: a831080]Data sharing

Why might you share my personal information with third parties?

[bookmark: a963338]We will share your personal information with third parties where required by law or where it is a necessary part of the recruitment process.

We are required by law to pass on some of this data to:

· Nottingham City Council, the local authority that maintains us 

· the Department for Education 

If you require more information about how Nottingham City Council and/or the Department for Education store and use this data please go to the following websites:

· https://www.nottinghamcity.gov.uk/privacy-statement/

· http://www.education.gov.uk/schools/adminandfinance/schooladmin/a0077963/what-the-department-does-with-school-workforce-data

 Which third-party service providers process my personal information?

"Third parties" includes third-party service providers (including contractors and designated agents). The following activities are carried out by third-party service providers: payroll; pension administration; benefits provision and administration. 

Where we engage third parties to process personal data on our behalf, they do so on the basis of written instructions, are under a duty of confidentiality and are obliged to implement appropriate technical and organisational measures to ensure the security of data.

EITHER: (delete as applicable)

[NAME] School and Nottingham City Council have an Information Sharing Agreement in relation to East Midlands Shared Services (“EMSS”) processing data.

OR

[NAME] School has an Information Sharing Agreement in relation to [NAME OF PAYROLL PROVIDER] processing data.

We will share personal data regarding your participation in any public sector pension scheme with the relevant pension scheme administrator (e.g. Nottinghamshire County Council for the Local Government Pension Scheme or Teachers’ Pensions for the Teachers’ Pension Scheme).

Data security

We have put in place appropriate security measures to prevent your personal information from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we limit access to your personal information to those employees, agents, contractors and other third parties who have a business need-to-know. They will only process your personal information on our instructions and they are subject to a duty of confidentiality. 

We have put in place procedures to deal with any suspected data security breach and will notify you and any applicable regulator of a suspected breach where we are legally required to do so.

[bookmark: a395052]Data retention

How long will you use my information for?

We will retain your personal information for a period of [NUMBER] months after we have communicated to you our decision about whether to appoint you to do the work you applied for. We retain your personal information for that period so that we can show, in the event of a legal claim, that we have not discriminated against candidates on prohibited grounds and that we have conducted the recruitment exercise in a fair and transparent way. After this period, we will securely destroy your personal information in accordance with the school’s data protection procedure, further details are available from the school’s Data Protection Officer (see below).  

[bookmark: a754284]Rights of access, correction, erasure, and restriction 

Your rights in connection with personal information

Under certain circumstances, by law you have the right to:-

· Request access to your personal information (commonly known as a "data subject access request") – this enables you to receive a copy of the personal information we hold about you and to check that we are lawfully processing it

· Request correction of the personal information that we hold about you – this enables you to have any incomplete or inaccurate information we hold about you corrected

· Request erasure of your personal information – this enables you to ask us to delete or remove personal information where there is no good reason for us continuing to process it – you also have the right to ask us to delete or remove your personal information where you have exercised your right to object to processing (see below)

· Object to processing of your personal information – you have the right to object where we are processing your personal information for direct marketing purposes

· Request the restriction of processing of your personal information – this enables you to ask us to suspend the processing of personal information about you, for example if you want us to establish its accuracy or the reason for processing it

· Request the transfer of your personal information to another party 

· [bookmark: a360925]Right to withdraw consent

When you applied to work with us, you provided consent to us processing your personal information for the purposes of the recruitment exercise. You have the right to withdraw your consent for processing for that purpose at any time. Once we have received notification that you have withdrawn your consent, we will no longer process your application and, subject to our retention policy, we will dispose of your personal data securely.

[bookmark: a676451]Data protection officer/contact

If you would like to exercise any of the rights of access, correction, erasure and restriction, or to withdraw your consent for specific processing, or wish to make a subject access request, please contact the school’s Data Protection Officer [INSERT NAME AND CONTACT DETAILS]. 

Information Commissioner’s Office

You have the right to make a complaint at any time to the Information Commissioner's Office (“ICO”), the United Kingdom supervisory authority for data protection issues by contacting: 

The Information Commissioners Office, Wycliffe House, Water Lane, Wilmslow, Cheshire.  SK9 5AF

Telephone: 0303 123 1113 (local rate) or 01625 545 745 (national rate) 

Website: www.ico.org.uk 

Email: casework@ico.org.uk 



		Please ensure that you have signed and dated the section entitled ‘Data Protection’ on your application form to confirm your receipt and understanding of this Privacy Notice. If your application is shortlisted for the selection process, you will be required to sign further confirmation on your self-declaration.

Please see the accompanying ‘Information for applicants – pre-employment checks required for this post’ for further details.

If you have any queries, please contact the school’s Data Protection Officer.
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Information for applicants – pre-employment checks.docx
Information for applicants – pre-employment checks required for this post

		School name:

		



		Vacant post: 

		



		Vacancy closes: 

		





Note to candidates:

Candidates for the above post are advised that the following checks and references must be completed at the stage of the recruitment process. Any subsequent offer of employment to a successful candidate can only be made on a conditional basis only, until these checks have been satisfactorily completed. Failure to comply with all or part of these requirements will result in the withdrawal of any employment offer. Please ensure that you have read and understand the accompanying Privacy Notice for Candidates.

All applicants means that this is an expectation for everyone applying for this vacancy

Shortlisted applicants refers to all applicants who are provisionally assessed as suitable to progress to the selection stages of the process

Appointable applicant indicates the person who is deemed to be the most suitable to be conditionally offered the job

		Pre-employment check 

		Stage required

		Applicable to post 

		Date checked initials (for office use only)



		Application form (CVs will not be accepted without a fully completed application form)

		All applicants

		

		



		At least 2 satisfactory references (to include last/current employer and one of which relating to a post working with children if applicable)

		Shortlisted applicants

		

		



		Signed self-declaration of criminal record and other relevant information (posts in schools are exempt from the Rehabilitation of Offenders Act 1974 and applicants for school-based jobs must, therefore, disclose all spent and unspent convictions)

		Shortlisted applicants

		

		



		Checks of shortlisted applicants social media presence 

		Shortlisted applicants

		

		



		Verification of Right to Work in the UK

		Appointable applicant 

		

		



		Photo identification

		Appointable applicant

		

		



		Enhanced DBS check and Barred List [delete as applic]

		Appointable applicant

		

		



		Staff suitability declaration in compliance with the disqualification requirements of the Childcare Act 2006 and amendment regulations 2018 (required annually thereafter)

		Appointable applicant

		

		



		Medical check

		Appointable applicant

		

		



		Verification of any relevant qualifications and registration required for the job (see person specification)

		Appointable applicant

		[tick as applicable]

		





(Continued over page)


		Verification of professional status 

		Appointable applicant

		[tick as applicable]

		



		Verification of successful completion of the statutory induction period and QTS (teachers)

		Appointable applicant

		[tick as applicable]

		



		Checks on: teachers and others prohibited from the profession; General Teaching Council for England (GTCE) sanctions; teachers who have failed induction or prohibition; teachers sanctioned in other EEA member states; and, Section 128 barring directions. 

		Appointable applicant

		[tick as applicable]

		



		(School to add any other checks relevant to the post)

		

		

		





A copy of checklist is to be retained for use during selection process. All information will be handled in compliance with data protection requirements at this school.

Further information relating to the pre-employment checks required for positions in schools can be found in the statutory document Keeping Children Safe in Education on the www.gov.uk website.
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